Abstract Recently the usage of mobile devices has increased rapidly and it will be growing even more as mobile devices functionality is at enhanced. So the security of mobile devices needs to be improved. This paper discusses various components and functions of mobile devices such as SMS, wireless and applications and describes possible vulnerabilities threatening them precisely. Malware threats are explained and their effects on mobile devices are studied. Finally, to protect all the vulnerabilities and prevent application and malware threats, data-centric security model is provided as a solution to ensure confidentiality, integrity and availability of data stored on mobile devices.
INTRODUCTION
Smartphones are the new generation of mobile devices which their main objective is to ease connectivity and persistence access to online services. Due to these advantages, smartphones can effectively increase the productivity and provide easy access to personal, client and corporate information. Nowadays, smartphones are widely used for communication purposes and more importantly for carrying personal and sensitive business data and remote access to network resources. As the power and functionality of smartphones increases, these devices attract more people and companies. In the past 2 years over 50 million smartphone users has been spotted in the US [1] .
Smartphones are becoming very popular almost like desktop and laptops but due to their special characteristics, these devices provide various security risks which are required to be addressed. Mobile applications have rapidly grown and made the users to store more data on their mobile devices and connect their devices to internet more often. Increase in use of internet creates more security challenges similar to desktop environment but since mobile devices operating system is not that much developed it is more difficult to mitigate the risks [2] .
Mobile devices have many platforms with different operating systems installed on various types of hardware platforms which indicate a large number of challenges to be faced. In addition, hardware and software used in mobile devices are constantly changing which creates more issues with data security compared to other platforms such as desktop environments [2] .
There are number of technologies that can be implemented on mobile devices to provide some level of security such as encryption, VPN, firewall and anti-malware scanners. But of course malware is not the only threat to mobile devices. Mobile devices are frequently lost or stolen, they will be misused by employees and management is not willing to establish the appropriate policy and enforcement steps to make sure that mobile devices security is enforced. All of these factors are making mobile devices more vulnerable than other types of platforms [1] .
II. RELATED WORKS
The threats in mobile device environment are not only limited to personal users, but it also includes corporate environment. Until few years back, only business executives had mobile devices and a few number of other people. Now mobile devices are used everywhere in different types of works such as sales, management, service and almost any employee who works outside of the office [2] . Remote connectivity is used for the very same work that portable laptops were handling in the field for years; inventory management, sales, client record management, email and voice communication. The only difference is that while laptops are using the same familiar operating systems as corporate office workstation, mobile devices are running on unfamiliar operating systems which are still evolving rapidly and whose security is not appropriately improved [2] .
The various types of mobile devices, operating systems and their configuration, installed software and service providers creates a difficult and challenging situation to develop a security baseline in compare to Windows/Unix desktop environment where the security has been matured [2] .
It has been revealed by a group of security intellectual property (67%), customer data (40%) and employee details (26%) which are being carried out in mobile devices get misplaced, it would have dangerous consequences for the [3] . At this time, there are few persons that carry such a data on their mobile devices but surely when connectivity and integrity of this devices with corporate networks increases, more data is going to be at risk due to lack of security on mobile devices [2] . [4] , that the client-side software is the most dangerous security vulnerability. Since OS vulnerabilities have mostly been covered by security experts, hackers are now concentrating on exploiting the vulnerabilities of applications such as Adobe Acrobat, Flash and MS Office. As mobile devices are becoming more application centric, it is very likely that they will be the target of these kinds of attacks as well. A great example of this device which clearly was not a kernel or network stack level exploit [4] .
Mobile threats have been classified into three categories [2] : a) Physical b) Mobile network connectivity c) Malware.
A.
Physical Physical loss or theft of the device is one of the most important threats to mobile computing. Based on a recent Pointsec survey [5] , it has been realized that 85,000 mobile phones and 21,000 PDAs and smartphones were left on taxis in Chicago over a 6-month period. The result of ease of loss of these tiny devices is loss of millions of records of personal information [6] .
After a device loss or theft, the threat of actual data compromise depends on several factors. Usually most of the phones are found by individuals who have no intention of compromising the data within. In this case the most important things to be protected are the ease of accessibility to the content of the device and the ability to identify the value of the data contained in the phone. A possible solution to this situation might be to put a contact number or address labeled on the device in a way not to give away the organization. There could even be a reward determined for the device. However the value of the reward should be measured against the true cost handling the loss incident, man hours, loss assessment, legal implications and more importantly the reward must be above the market value of the device [2] .
In case that the person who found or stole the device is technical, there is a chance that they try accessing the device. Accessing the device in such cases can be prevented through using of login pins and max-attempt lock out policies. It is shocking that based on a survey by Credant Technologies [7] 56% of IT professionals admitted that they are not using a password on their smartphones. Due to this issue, the companies may have to create a policy for mandatory use of pins that may not be disabled at the user level. The policies should also ensure a short period of time before the lock appears on the computer [7] . Nowadays, most of the smartphones use a common USB interface which makes it possible that an employee will attempt to connect it to his or her computer. Therefore, auto mounting of the device should be disabled and important data on the phone must be encrypted. If the information on the phone is valuable, there is a risk that the finders reveal the protected information. On the other hand, the finders may feel responsible and report that such a device including personal records was found and handled poorly [2] .
Some other thieves may have the ability and knowledge to attack the device with specific software or tools. As an example, recently it was demonstrated that mounting an iPhone via USB to particular computer operation system would create a race situation which allows the viewing of a large part of the iOS file structure. This was the case to lock was enabled [8] . The extraction of data from a device and bypassing the screen lock is possible through different phone forensics software. This increases a need for a policy to encrypt the valuable data on the phone.
There is also risk of non-theft related misuse of the phone. A user may let a family member to use his phone for accessing the internet or playing a game. This may lead to an unintentional user access to data or application which they are not authorized. Best practices to address this issue include application and data-level security which requires additional authentication beside simple phone log-in [2] .
As the amount of corporate data on personal portable devices increases, so does the risk of data loss in compare to physically centralized in a typical perimeter-defended enterprise network. Of course, the risks of physical access to computers in a locked building are less than accessing a mobile device. It is obvious that portability, the biggest advantage of mobile devices brought most of the risks existed [9] . Also, it is crucial to keep the Subscriber Identity Module (SIM) card safe which is removable from the device. These cards have the ability to store subscriber data, contact lists and SMS messages and therefore they must be considered in mobile security policy. The data stored on these cards is easily accessible by anyone who has access to the physical SIM card; hence it is best that no essential data is store on them [2] .
B. Mobile Network Connectivity
Various types of connectivity available on smartphones bring more challenges to mobile devices. Connectivity issues bring broad range of attacks and possible attack vectors. Smartphones have cellular data capability, WIFI, Bluetooth radios and other specialty communication systems. Each one of these elements is required to be addressed appropriately when considering smartphone security. Exploits such as Bluetooth, Infrared and RFID make the user vulnerable to his general neighborhood, but web tethered devices are sensitive to being detected, scanned or otherwise attacked from anywhere in the world [2] .
A smartphone generally connects to the cellular network using one or many mobile phone technologies. It may transmit voice and text messages via legacy (Global System for Mobile Communications) GSM means, while maintaining an always-on data connection via an Enhanced Data rates for GSM Evolution (EDGE) /HighSpeed Downlink Packet Access (HSDPA)/Evolution-Data Optimized (EV-DO) connection. The foundation stream ciphers employed in widely used GSM networks (A5/1, A5/3) are weak and broken. In order to make roaming on a wider range of networks easier, smartphones are built to in a way to support multiple RF bands and generations of technology. This feature may allow a hacker to force a handset to register with a less secure protocol than it would usually choose in order for eavesdropper to easily decrypt it [2] . It has been demonstrated [10] that it is possible for a hacker to develop a malicious cellsite and locate it close to the target phone. This makes the phone able to forward all traffic through it and allows complete interception of voice and data streams. Capturing and decrypting voice and data connections requires a skillful hacker to target a specific user however it is still ineffective. This threat is very unlikely but remains a possible threat to most organizations.
SMS is the short term for Short Message Service and is a service within the GSM standard which is considered to be harmless. Usually misuse handset. The main objective of SMS is messaging but Wireless Application Protocol (WAP) makes it also possible to send network and phone configuration details over the mobile phone network [2] . It has been shown in Black Hat Conference [11] how techniques researchers bombard the phone with thousands of permutations of non-standard message formats. This technique is named fuzzing and indicated several cases when a particular message would result in a crash or some other unexpected outcome that refuse service to the phone user or even worth, inject malware onto the phone. It is even possible to hack the phone when it is in information or other data stored on the device. This attack can be implemented on Windows Mobile, Apple iPhone and Google Android. At the 2009 Black Hat conference, researchers illustrated how it is possible to send a malformed SMS message and arbitrary code. Network intrusion detection systems and firewalls are not monitoring SMS messages and they are not blocked; hence it can provide a complete network security plans and determine a means through which to infect a device with malware while completely circumventing IP network connectivity and any protective measures in place [11] .
SMS is a two-factor authentication scheme and provides the user with a time-limited login token. The first factor is the password that the user already knows and the second factor is the phone he physically has. This concept is fairly logical since users often carry their mobile phone. However, since SMS vulnerabilities are evolving rapidly, it is best to consider a more secure transmission medium for these one-time authentication passwords. Perhaps a messaging band that itself provides some measure of originator authentication [11] .
Bluetooth is a technology that allows connecting simple accessories such as headsets and audio headphones to mobile phones. It is also used for data transmission such as pictures, movies and others between mobile devices. Since its usage is not that much important to some users, most users would not put much effort to secure it. Bluetooth protocol was created to provide data access for the device and allows connectivity to other networks around the device. Hackers have developed a mobile framework known as Fuzzit that works almost like the SMS exploitation explained above. mobile phone communication protocols. Such tools can provide hackers with easy access to some undiscoverable vectors over any wireless protocols discussed before [12] .
Many WIFI security threats have been identified during the past years. WEP protocol and man in the middle (MITM) attacks are very well known vulnerabilities in this area. If a WEP network password is cracked or a mobile phone is connected to an open WIFI hotspot, the mobile phone can be vulnerable to all sorts of threats the same way a portable computer would be. In addition, there is some vulnerability that can be exploited by MITM attacks which allow an attacker to inject himself in the data stream of a mobile [2] . Mobile devices are used more and more in corporate networks and at that time they are [13] . Mobile security blind spot is the time when a mobile device is disconnected from the corporate network and is not synced with the latest patches and security policies. The device would also be unable to report its own status in case it has been physically breached or stolen [2] . been identified to create vulnerabilities. Some of the users who want to have more control over their device hack their own device and install patches that would disable manufacturer and network operator controls. However jailbreaking gives more control to the user but it has some disadvantages as well. Jailbreaking would open up root-level login accounts with default passwords and the phone begins broadcasting the availability of a remote SSH login service which could be dangerous if the user does not know how to secure his root password. Any device sharing the same WIFI network with the iPhone can implement a SSH login attack since they can be carried out against any platform without being noticed. Hacking a phone allows arbitrary code execution on the device which enables installing malware with root access privilege to perform almost anything [2] .
C. Malware
Mobile devices are connected to the personal computers most of the time. This increases the power and functionality of the mobile devices but also puts the mobile device at risk since any risks threatening the computer would threaten the mobile device as well. As discussed above, mobile devices have many weaknesses when it comes to networks and connectivity. These vulnerabilities can be used to inject malware with root access into the device and take charge of the phone. Once a mobile device has been infected by a malware, it can be used to steal personal or corporate data, hijack th connectivity, deny service to the user or even be used in distributed denial of service attack (DDOS). So far mobile devices have not been used for DDOS attacks due to limited network throughput of mobile devices but in the future with improvement of networks, DDOS attacks may create serious troubles for mobile devices [2] .
As mobile devices are evolving and having more features, users would expect to utilize them not only for business but for web surfing, banking, photography and to run apps. Soon users would want to use only one device for business and personal works or request to have the business device opened up to personal, lifestyle and entertainment applications. Same as computer workstations, users must have only authorization to install legitimate applications on the mobile device as unauthorized applications may be a threat for malware and piggyback into the system. It is also required that mobile management systems perform routine audits of installed apps to ensure no illicit applications have been installed [2] . The most important factor for a hacker is scale while writing a malware. If they write and inject their own malicious app it might be downloaded only for a few thousand times but if the app distributes itself like a worm, it would infect thousands or more [2] .
There are four main platforms for smartphones: Symbian (the most popular outside the US), iPhone OS, Windows Mobile and Google Android. These four platforms are quite different and they create various challenges for a hacker and the differences between their security postures make malware very complex. Even the differences between installed OS versions and vendor customizations of each platform can add up to the complexity of the malware [2] .
However there are many viruses such as the ones explained above, but currently the chances of getting infected are remote. Each of these platforms has its own security features but some groups of users do not want to be limited in using their developed to allow users to install pirated applications. Estimations show that out of millions of iOS devices, ~10% of them are jailbroken and are able to run arbitrary code whether legitimate or malicious and this causes critical security issues. But despite anything, jailbraking will harm the user itself more than anybody or anything else because at the end it is going to be their device that is the target of attacks [15] .
Apple and Google have come up with some interesting techniques to isolate the operating system environment of individual applications. These techniques are named sandboxing and their objective is to make the situation harder for platforms have the ability to create holes in the sandbox base on user behavior. Opening a hole in the sandbox is possible by installing malicious applications or by allowing and giving unintentional access to a malicious process. Many -level exploit to have full access. Sandboxed environments have their own disadvantages as well. One of these disadvantages is that sandboxed environment inhibits cross application interaction which produces more technical difficulty for security companies to develop anti-malware apps which can monitor all running applications, network stack and memory [2] . Based on a survey by Google, out of all the users, only 13% of them were using anti-virus/malware software [16] .
The last thing that is required to be mentioned is whether mobile operation systems give enough awareness to the user to realize the security risks they are facing. In environments such as GUI centric and app-centric, it is not possible for the user to see the underlying operating system and most of the things the user does are limited and hidden. However this may be necessary because of the simple user interface but in other hand this would put too much trust in the system [17] .
III. PROPOSED SOLUTION
When it comes to mobile networks, the current design of network security known as platformcentric security would not be suitable anymore. Mobile data networks requires access to business data anytime and from anywhere and this would create new sets of threats since it breaks the bounds of security of a geographically fixed and physically secured network.
Data-centric security has been described in order to protect the data rather than protecting the devices. Data-centric security is mostly used in Defense industry and governmental organizations. These types of organizations use security classification and security clearance to provide access rights and security measures. For example, a n secure encrypted networks which in not connected to the open internet. Any type of information has its own level of importance and in case they get misplaced, they would produce different sets of troubles. To understand the concept of data-centric security, it is better to think about the consequences if confidentiality, integrity or availability of a specific file, service or any other data in the organization is compromised. This way, it is possible to provide security measures to protect any data with any level of importance.
the data-centric security more precisely. In a platform/network centric security model, a user may be able to use a VPN with a single-factorauthenticated such as a password and access the entire corporate network in order to run applications and modify databases or etc.
The layers of security in the example above are defined in the platform-centric module as following: a user logs in to the network through a VPN and this allows him to access personal data -second factor such as one time PIN from a physical token to authenticate himself. The second authentication enables the decryption of the file with a public key (PKI) and marks the file as nonlocally savable on the device. In case the user document, the system might realize that he is on a mobile device and deny the request altogether. This example applies data classification metadata to each file or application, but this should be moved down to the lowest practical level. It is possible for each field of a customer information database to carry a classification tag; even fragments in a file can be marked as sensitive and be treated differently from the rest of the file.
Multi-level data-centric model makes it easier for the user to interact with the data and ensures more security as the data becomes more sensitive. Like any other security control, a balance is required between requirements of security practices and usability. At the least the users will need to come up with a perm Confidential).
All these steps can be easier with implementation of a proper user interface which reduces the user interaction. However in order for the system to be successful some lev participation is necessary to declare the requirements for protecting a data. It is important that these steps be carried out precisely, however once data has been meta-tagged, the system can identify the security requirements and provide the needed protective measures automatically. In the other hand, software is able to scan the file and define a classification level based on the content of the file. This method may have some problems, but it may be useful in some data environments.
Normally, when a data enters a database, it would be classified based on the field in question without any user interaction.
An organization may perform a threat-risk assessment and implement a security policy based on that. If the assessment is considered risky, it is better to consider the data generated on the mobile device. Mobile devices may not be able to create long pages of textual documents, but they have the ability to take photos or record voice and video. Even information such as phone call register, contacts and calendar items of key executives may require some level of attention. IV.
CONCLUSION AND FUTURE WORKS Due to their highly connected and powerful portable communication skills, the use of smartphones is increasing rapidly and soon they are going to replace portable and desktop computers for many tasks. Organizations have had a lot of time to come up with policies and implement technical procedural measures to ensure security of desktops. But the rapid shift to the mobile model requires threat-risk assessments, incident handling planning and preparation and user and administrators training. Mobile devices generate several new threats due to their highly connected natures and unique portability features which demands appropriate attention.
Most of the organizations do not want to spend money and time on securing the treats that have not yet caused any damaged but for sure there are several vulnerabilities on traditional workstations and servers that need to be addressed properly. Mobile-targeted malware can steal the corporate data or cause denial of service and compromise the availability of the resources. It is very important to consider policies for mobile systems and cover mobile devices in the incident response process because one thing is for sure and that is incidents would certainly happen someday and you better be ready for them.
Implementation of security measures for mobile devices can enable mobilization for corporate applications more effectively and increase the performance and productivity. Mobile security is a core part of business as it can provide access to business data anytime and anywhere.
Integrating data-centric platform security with anti malware software can be considered as future work to enhance the security of mobile devices even more. In this way, data stored in databases can be classified and changes made to data by mobile device users can be monitored as well to ensure unauthorized modification does not occur.
V.
